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Editor of the CVE List

Contributor to CVSS SIG

Popularized “responsible disclosure”
16 years’ Experience

MITRE: not-for-profit organization,
operating four FFRDC’s (DHS, FAA, IRS/VA,
DoD)

As a public interest company, MITRE works in
partnership with the government applying systems
engineering and advanced technology to address
Issues of critical national importance.
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The Problem Area

What vulnerabilities might exist in
software that has been deployed on my
networks?
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find the necessary details?
prioritize what to fix?
do this in a vendor-independent

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Part of the Solution:
Standardized ldentifiers and Severity Ratings

CVE — Common Vulnerabilities and Exposures

A standard way to identify a vulnerability with
standard naming convention
http://cve.mitre.org

CVSS — Common Vulnerability Scoring System

'rAé tS_E]a(\l:jndard way to measure vulnerability severity
|

http://www.first.org/cvss/
More standards and related information can be

found at: _ _
http://makingsecuritymeasurable.mitre.org/
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Integratin(_:r CVE into your vulnerability management
process allows for:

Speaking the same language. A single name for a
single vulnerability located Iin your environment.

Information sharing between multiple systems /
platforms.

The same vulnerabillity, identified by different vendors,
will always have the same CVE.

Consolidation of different sources of vulnerability data
that use CVE
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Ditficult to Integrate Information on  pyeern
Vulnerabilities and EX posures e

Security
Advisoties

Software Vendor
Patches

Intrusion Detection
Systems

Vulnerability
Scanners
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Incident Response
& Reporting

Vulnerability Web
Sites & Databases




The CVE List provides a path for integrating HS SE
Information on Vulnerabilities and Exposures R

Security
Advisoties

Software Vendor
Patches

Intrusion Detection
Systems

Vulnerability
Scanners

CVE-1999-0067

Incident Response

R h
eseare & Reporting

Vulnerability Web
Sites & Databases
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CVE Entries: Dictionary, not a Database HS SEDI

Homeland Security Systems Engineering and
Development Institute

¥ CVE - CVE-2008-2027 [under review] - Mozilla Firefox

Fil=  Edit  Wiew Higtow Bookmarks  Tool:  Help
<ﬁ hd - L:‘:?‘j ﬁ &L hitp:/Aove mitre.orgdcai-bindcvenanme. caiYhame=CVE -2008-2027 | [ @* Google M,
TT = Wiew Forurm - Telen... Bike Forums - Classic .. M My MII DAWVE'S BACKCOUM. . BIEE GEOMETRY P.. BIKES TT tdy eBay Summary | | Cyclofiend.com: Curre... ¥
CVE LIST COMPATIELE PRODUCTS NEWS — MAY 1, 2008 SEARCH —
F\f= ” 0y e e e

2) Short Description

About CVE Printer-Friendhy View REYHEH:
Terminology | — -
O — Data Updates & RSS
FAQS CVE-2008-2027 | .earn mare at National Vulnerafility Databgse (NvD) FEELE
T (under review) Severity Rating - Fix Information = /uner hle Software v arsions - SCAP Reference KeyhMaps
Aappings Data Sources
3) External versions
Cpen redirect vulnerability in WehlDAISWebAgentF .dil in R34 Authentication Agent 9.3.0.298 for search Tips
Referen ces Weh for IS, when accessed via certain browsers such as Mozilla Firefox, allows remote attackers to Editar's Commentary | ||
redirect users to arbitrary web sites and conduct phishing attacks via an ftp URL in the url parameter || | e 2 cue
to & Redirect action. e
CWE Compatibie
FProducts — Editarial Policies
WD far CVE Fix fenta: HElcionass are provided for the convenience of the reader to help distinguish hetween About CVE
Information yulnerawdities. The 1502 ehintended to be complete. Identifiers
Mare
News & Events « BUGTRAQ: 20080423 PRO7-43; Cross-domain redirect on RSA Authentication Agent ITEMS OF INTEREST
Calendar s LRL hitpc e securityfocus comfarchive/ Varchive/ /491 23711 00/04hreaded Terminology
Free Mewsletter s MISC:http: A procheckup.comA/ulinerability PRO7-43.php %]
Community
CWE Editorial Board
spansor candidate This CVE Identifier has "Candidate” status and must be reviewed and accepted B
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Anatomy of a CVE Description: HS SE|]|
CVE-2009-4623

administrator has not followed mstallatlon Instructions
In install.php.

Flaw type, vendor name, product name,
affected versions, remote/local, impact,
attack vectors, clarifiers.
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HS SED

Value: Primary User — Vulnerability Triage P
With CVE
Goal: Respond to new Only works when CVE ids
vulnerabilities are universally available
among alksr@jor info

Patch, reconfigure, block, stop
service

Collaboration

Security ops, system designers,
network architects, financial risk
mgmt
Coinsiaers imuitiple sources | Nisugtrag
Vulnerability alert services,
vulnerability scanners,

IDS alerts, security advisories,
patch information

MATOR ROADRI OCK
Eliminate conflict to magmize

Which sources are t_alking about m"gﬂ'option
the same vulnerability?

striYec es Bugtrag
on prggram
standards for corfétt

d

& services
dvisosiesAxomover 7

organizations Harris

ion efforts

Cisco

CIDF

CVE-1999-0016 Land IP denial of service.
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How CVEs Are Used

Vulnerability Alert

Network Vuln
Assessment

Patch Information

IDS and Incident
Information

Vulnerability Triage

Exploit Information

Malware
Information

HS SED

Homeland Security Systems Engineering and

Development Institute

Network
Management

Patch
Management

Configuration
Management

Used to correlate vulnerability information
Like VINs at the Registry of Motor Vehicles

Slashes analysis time
Users estimate by a factor of 10, at least
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How CVE’s Are Produced

Mail lists
Bugtraq
Vuln Watch
Vuln-Dev
Full Disclosure

Vuln Alerting Services

Pen Test Services

HS SED
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Vuln DBs
Vuln gBS e OS Vendor Advisories
CVE Patch Tools MITRE
OS Vendor Advisories Content Vulnerability Scanners || Adoption
Microsoft
;ug Hat Team & Intrusion Detection Program
ed ha CNA
CERTs Partners Security Info Mgmt
CERT-CC :
US CERT Malware Notices
Aus CERT | THE CVE WORK PROGRAM
N Consoligdaled  cVE IDs Put
ew : Product
_ Into CVEs & Prod
Nnto Products
Disclosures Published Self-Cert
by Vendors
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Vuln Alerting
Vulnerability Triage
Patch Mgmt
Configuration Mgmt
Vulnerability Scanning
Intrusion Detection
Network Monitoring

Incident Response

Enterprise
Vulnerability
Management

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.



Where the CVE Items Come From HS SEDI
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Legacy

AXENT, BindView, Harris, : : Hiverworld, SecurityFocus, ISS,

Cisco, CERIAS Submissions NAI, Symantec, Nessus A!jerts &
Advisories
w/candidates
40-150
per/month

Fero Day
Public -\.
ulnerabilities

New References
650-900 per/month

ew Public
ulnerabilities

ISS, SecurityFocus, NeohapSIs B, N = = =
NIPC CyberNotes B SR ltems with

,,,,,,,, = == Unique
CVE Names
CVE Editorial Board
oy ~40’976
ol B[m MITRE 05”.” ‘ iZx
ler \@J \\/’\”:,R N CITADEL S

Netonal lawters of
T — Microsoft

'“ M - CIAC
—r INTERNE VIV
- % i ‘ redhat
= C()N

.==. Uarwghe Vedew

= Software Enginaerh g institune TE
- ASIBG °symantec.

Cisco Systems
'''' e
(2
() o E & EWA 10100l Pmms
Computer Associatese GENERAL DYNAMICS
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CVE Editorial Board HS SEDI
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i CVE S&uru! !nm Members = ?_‘:'
l lr—[ﬁ  pirg ) cve mitre,org/ boardowrdmermsers htm| o o#a- W"-.—h

m l-o AR Tl Subs Bschmarks s

Eommun Uulnerabilities and Exposures

The Kay to lafernation Sharnng

Includes mostly technical
representatives from 35
different organizations
Including researchers, tool —
Vend0r31 response team31 and Editorial Board Members
end users —

POLES, WASS, & Intrusion Detection Experts Network Security Analysts

Reviews and approves CVE e, | P o

Stuart Stanifeed - Siicon Defense

e n t r I eS s Security Services Vendors

Aot Other Security Experts Roason Ngeyen - Ermaf 8 Young
NEWS AMD EVENTY Dana Fost - Natlowal Secarity Agancy (NSA) Larry Oliver - [N Repearsh
Discusses issues related to | - s
. [e———— Academic / Educational
st s Aady Balinsky - Cisco Alan Pallar - SANS
Scott Bake - SodView Gene Spaford - CERIAS

Holds monthly meetings (face- | ™ et - O

Incident Response Teams
John Flowers - aCirole

R Ken Arssstrong - CanCERY

to-face or phone) e Lol
Kent Landfield - lofolsssrn, fnc Shawn Mernan - CERT/CC

Jim Magdych - PGP Sacerity, Metwork Axsocistiny Xen Sones - F2dCIAC

- Vi
David Mann - BingdView John Rhodes - DOE-CIAC

Maintains publicly viewable R e S

. . . Mk Proseer - Symantec Information Providers
mailing list archives s o 23 St il
[cve.mitre.org/board/archives]  Wai - et Bias Lew - Securttsbocur

Kevin Ziess - Caco Pater Meli - Nations! Institute of Steadarsts and
Technology (NIST) “
Software Vendors R ———

Troy Bollinger - [EM

Mark Cox - Aed Hat MITRE
Casper Dk - Sy Micousysteoms
David Lafilanc - Microapft

Steve Christey (Moderator)
David Baker
Wititam HIlI
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2
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CVE 1999 to 2010

HS SEDI
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Many organizations are reserving CVE names and

using them in their alerts and advisories

ty for local file discovery theough ntermet Expl ¢ 7.0, Acrobat 7.0 on Windows) - § 1

L
sroveogebase

Advisory for local file discovery through Internet

Explorer (Adobe Reader 7.0, Acrobat 7.0 on Gat
Lace eates Windows
0 12001

Advisary Nama: Local flle discovery in Adabe Reader and Acrobat

through Internet Explorer =

Release Dater Aped 1 2005

Product: Acdabe Reader 7.0 and sarfier; Adobe Acrobat 7.0 and

earlier
Piatform;: Windows

Vulnersbility Tdentifler: CAN-2005%-003%

Effect: 1T exaloted, It r

local flez on an end-user ays

¥
Windows. Note that the corte

DOestalin: One of the mathods sxposed by ActiveX In Intarrwet
Explorar can be used to trigger » flaw M the Adobe browser cortro

CVE ID: CAN-2005-0035

Adobe Read

Caveals | None

Vulnerability Identifier Cross-Reference CVE

Acknowledgment: Adobo would Me 10 hank the UK Nabonal
¥ secunty Corordinaton Centre (NISCC) and Robert
Ply, Myperdoas Security for reporting the mave

Infrestyucture S

=y AT
Lk gebas =
com /support/techdocs /331405 html o
leag /#h/ Weather Teaval v Bob's Bookmarks v  CVENOVALY SPAMmAGTe  LogoutofsPAMmmgt . 30
‘ w United States
I I | solution 5 Furchase Company

to take @ survey?

Vulnerability Identifier Cross-Reference:
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To-date, CVE names have been
included in thousands of advisories

from:

* ISS X-Force

* Rain Forest Puppy

* BindView

* CERT/CC

* COMPAQ

* Ernst & Young

* NSFOCUS

* VIGILANTe.com

* SecurityFocus

» Caldera

* EnGarde Secure Linux
* Mandrake Linux

* Foundstone

* iDEFENSE

* Symantec

* Beyond Security Ltd
* Digital Defense Inc.

* The OpenPKG Project
* The FreeBSD Project
* The NetBSD Project
* Slackware Linux

* Conectiva Linux

* AusCERT

* ThaiCERT

* HKCERT

* SURFnet-CERT

* Pine Digital Security
* Slovenian CERT

* FedoraNEWS.ORG

* CASESContact.org

* C.Enter Information-Technology

e Critical Watch
* CASESContact.org
¢ Ubuntu Linux

* AVET Info & Network Security

* Oracle

*|IBM

* @stake

* NAI

* SGI

* Microsoft

* eEye

* CISCO

* Rapid 7

* Sanctum

e Corsaire

* Red Hat

e Cert-IST

¢ Alcatel

¢ Debian

* Apple

*HP

* DHS/NIPC

e KDE e. V.

e Core-ST

¢ Gentoo Linux
¢ Immunix

* e-Matters

* Sun

* French CERT
* CERTin

* OpenSSL

* CERT Polska
* NoMachine

* K-OTik Security
e TurboLinux

* Zone-H.org

* K-OTik Security
* NISCC

* ACROS Security
¢ Adobe

httfs:TARARNT 8 6 280 P/ PEP OrtR 8CRdees33T 265 . htr



CVE is Widely Used & Available ...... HS SE

Homeland Security Systems Engineering and

43,335 and climbing...
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h 0 - — ove Lwy pre—————l A a0 -~z e d ]
Abss cVa CVRE trewrunoast  scape ondd Bee Ar susie s, SVE & 8 Saanery o puobtly Samen Irwety IEaaiaetiilD
Finnish French German i g e e ot Sahmi sl Ny Aian e e b i Hebrew &
Ve e = Greek =
Widespread Adoption of CVE -
— — CWE In Vs
o 'l .
| =
Hungarian e Indonesian S
Focus On
AT - 3
P g™ . -l
-y S | = :
Korean Latvian Lithuanian e et o Polish
oA
T — e v SULMA S
o — - B TSk
— @ - Slovenian =
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Conference Outreach Efforts HS SEDI
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Mny Chnplnr Mooung 0 Hewlaett-FPackard

=
| - OO0 =
[ - ey - C(mr-:xlv- r‘rvte-rpr'l-:n- Apprnnt-fv

TP O s berrrrirery 5 =4 )' SIS
edgov B oy e 2 =2 = =4
P rrenict FEerangyiney ESCIITH vy, VAV Rtiinitarry £33

Federal Information
Assurance Conference 2003
October 21-23, 2003 . The Inn and Conferenca Canter o University of Ncrynd

2003 |IEEE International Conference on Systems, Man & Cybernetics
October 5-8, 2003 - Hyatt Regency, Washington, D.C., USA.

OCTOBER 26-31, SAN DIEGO, CA BY & FOR SYSADMINS!

I\..II( )S.] !::l;‘l:‘r-' ;r'::;:;:‘g::‘-rnunq Systam C tum Announces Fifth
THE 17TH LARGE INSTALLATION (?ﬁsnrfium "Security: From Theory to Practice” Pocus of Evant

| SYSTEMS ADMINISTRATION CONFE

5 Wast

» Trsted Oparating Syste
). siter

Critical lssues Series:
Mansgement™

Friday, December 12, 2003
7:308a.m, -11:00 a.m
Testa, Hurwitz & Thibeault, LLP, 125 High Streel, Boston |

"Security Vulnorability

IAWorkshop
Feb 2-5, 2004 —- Hyatt Regency Hotel, Atlanta GA
Fighting the Net - Securing Today’'s Battlefield

am International Conference on Matching
COTS-Based Software Systems g \Qo Solutions
-

T4 Fubruary 2004  Redondo Beach CA USA to Problems

Con fe re nce 2004

P Al = NOSCONe Center = San Francisco

= InfoSec World Conference and

MO g Expo/2004
March 22 - 24, 2004 Orlando

March 20, 21, 25, 26, 2004 Optional Works hops

The British Computer Sociefy

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Symantec_
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We speak CVE"! ‘ (1 NCircle

The INFOSEC Evaluation Methodology 2
(IEM) Iz NSA's hands-on process for
conducting evaluations of customer
networks utilizing common technical
evaluation tools. Students can rxpect to
learn an sasily repeatable methodology
that provides sach cusiomer a roadmap
for nddressing their security concerns
B and Increasing their security posturs

Ti28 - 7431, 2007 L Vegas, NV
ANT - B8 2007 Omaha, NE
W23 - R34, 20067 Slarra Vieta, A2
830 - W39, 2007 Miarms, FL

AD0 « B39, 2007 Dwyton, OM
W13 . 8na, 2007 Knoxvike, TN

1o register for one of iheso courses or 10 got
fariher informabon. please contoct us ot
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The SANS Institute Top 20 List has always —
used CVE names

Development Institute

ann snls Institute - The Top 20 Mast Critical Internet Security Vulnerabilities (Updated) - The Exparts Onnsn-us

| <« » H c l B nips { lwww.5an5,019/10020/ @ #a-

| £ AFCMome Wi Mome Searche Map/Ph/Weather (Trovels Bob's Bookmarks CVEROVAL® OVAL Shared SFAMmngts
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Top Yulnerabilities In Cross-Platfarm Application

R e e i L

o TVMOEAL S S dbead  WRALm At — -

The Top 20 Most Critical Internet Security Vulnerabili
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DoD’s Information Assurance Vulnerability Alerts

(IAVAs) use CVE names
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Information Assurance Vulnerability Alerts
FY 2002
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Acknowledge Date For
IAVA NUMBER CVE NUMBER sumE(I:sT sl UDEATE OF RSO NLT Coiitia OS | APPLICATION
CAN-2002-0655
CAN-2002-0656 J| Multiple Vulnerabilities 242100Z SEP | 182100ZOCT .
A2002-0008 R aN.2002-0657 | in OpenssL 2002 2002 | MulMple.sealaVA
CAN-2002-0659
Apache Code Versions 1.2.2 and
APACHE Web Server y A
f ’ 5 v ; 012100ZJUL | 262100Z JUL | higher Apache Code Versions 1.3
A2002:0008 _ CAN-2002 0392] 3:;’:;’1‘;'?;"“9 2002 2002 through 1.3.24 Apache Code
Versions 2.0 through 2.0.36
Microsoft:
(ﬁ Microsoft Internet Information Server
CAN-2002-0071, 4.0;Microsoft Internet Information
2002-0072, Server 5.0;Microsoft Internet
2002-0073, Information Server 5.1
2002-00074, ; - Cisco:
2002-0075, Multile Vulterabiles | 262100zAPR | 1721002 MAY | Cisco CallManager 3.0, 3.1,
2002-0079, Server (IIS) 2002 2002 3.2,Cisco ICS 7750 1.0, 2.0;Cisco
2002-0147, Unity;Cisco Building Broadband
2002-0148, Service Manager 4., 5.x;Cisco uOne
2002-0149, Enterprise Edition;Cisco E-mail
|2002~0150 ) Manager (CEM);Cisco Network
Registrar (CNR);Cisco Intelligent
Contact Manager (ICM)
All Unix systems to include; Sun
: Solaris 1.1-1.2,2.0-28,7, 8;
el Hewlett-Packard HP-UX 10.10,
A2002-008 CVE Environment(CDE) 282100ZJAN | 282100ZFEB | 10.20,10.24,11.00, 11.04, 11.11;
CAN-2001-0803 2002 2002 IBM AIX 4.3, 5.1; SGI IRIX 5.2-6.4;
Subprocess Control REP
(SPC) Server Compaq Tru64 Digital UNIX 4.0f,
4.0g,5.0a,5.1,5.1a; Caldera Open
UNIX; UnixWare




DoD 8500.2 IA Implementation Instruction gives
preference to products supporting CVE & OVAL

Department of Defense

INSTRUCTION

NUMBER 8500.2
Februwy 6 2003

ASIXCH

SUBJECT: Information Assurunce (LA) Implementation

References: (a) Dol Rizectise 8300.1, "Informutson Assumnce.” October 24, 2002
(b) Dol 3025 1-M "Dob Directives Syslem Procedures,” current edition

I
HS SED

Homeland Security Systems Engineering and
Development Institute

Mission Assurance Category Il

I Mission Assurance Category |1

Mission Assurance Category |

of DOD systems:

The following appears for all three Mission Assurance Categories

VIVM-1 Vulnerability Management:

A comprehensive vulnerability management process ...
automated vulnerability assessment or state management tools ...
regular internal and external assessments are conducted ... For
Improved interoperability, preference is given to tools that
express vulnerabilities in the Common Vulnerabilities and
Exposures (CVE) naming convention and use the Open
Vulnerability Assessment Language (OVAL) to test for the
presence of vulnerabilities.

2g> Homeland
X Security
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National Institute of Standards and Technology (NIST):

Policy on the Use of CVE and CVE-Compatible products

ann NIST Computer Securfty Special Publications
“ > cl . mp. | ) CS2C nisL Qo) publicatons ) nisipubs
'm Mume M8 Mums  Searsh v MazPh/Westhar Trauslv  Sukls Sockmarhes  CVEROVAL

Informotion Technology Loboratory — Computer Security Division
Computer Security Resource Center (CSRC)

N lg MIST Special Publication 800-51

National Insfitute of
Standards and Technology
Technalogy Administration

L5, Depariment of Commeres

NIST Special Publications

Use of the Common
Vuinerabilities and Exposures

(CVE) Vulnerability Naming
i

7/Federal departments and agencies should...

' 1. give substantial consideration to the acquisition and use of
o security-related IT products and services that are
. compatible with the CVE naming scheme.
— 2. periodically monitor their systems for applicable vulnerabilities

listed in the CVE naming scheme.

3. use the CVE vulnerability naming scheme in their descriptions

and communications of vulnerabilities
N HomelancK

HS SEDI

Homeland Security Systems Engineering and

X Security http:/icsre.nist.gov/publications/nistpubs/B00-51/8pE00 BT PaF " v rone
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Funders of MITRE’s work on the “Making HSSED'
Security Measurable” IA Standards Efforts

/\ \%

W Structured Threat N

N\
ARF / ASR / PLARR | XCCDF J OVAL | MAEC
27
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http://www.first.org/cvss/

The Common Vulnerability Scoring
System (CVSS) v2

Original Author: Gavin Reid, Cisco



A e n d a Homeland Security Systems Engineering and
Development Institute

Introduction and overview of CVSS
Why CVSS?

Internals

Scoring

Roadmap

Closing comments and questions

%/, Homeland
"7 Security

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.




Overview

Common Vulnerability Scoring System (CVSS)

A universal language to convey vulnerability
severity and help determine urgency and priority
of response

Solves problem of multiple, incompatible scoring
systems in use today

Initially a NIAC project

Subgroup of the global Vulnerability Disclosure
Framework WG

Now under the custodial care of FIRST-SIG

Usable, understandable, and dissectible by
anyone

Open
v2 released (June 20t 2007)

2g> Homeland
"7 Security
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A joint NIAC effort HSSEDI

/ \
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Early Adopters HSSEDI
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Why CVSS?

Different Organizations
Vendors (response)
Coordinators (notification, coordination)
Reporters (research, discovery)
Users (mitigation)

Different roles, motivations, priorities,
resources, etc

We need a common way to communicate!

et an industry example on alert
Isclosure

Ao/ Homeland
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HS SED

Vendor Scoring: Microsoft B e

Critical

Moderate

A vulnerability whose exploitation
could allow the propagation of an
Internet worm without user action.

Exploitability is mitigated to a
significant degree by factors such as
default configuration, auditing, or
difficulty of exploitation.

@ Homeland
X Security
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Coordinator Scoring: CERT/CC HSSEDI

The metric value is a number between 0 and 180 that assigns an
approximate severity to the vulnerability. This number
considers several factors, including:

Q1 Isinformation about the vulnerability widely available or known?

Q2 Is the vulnerability being exploited in the incidents reported?

Q3 Is the Internet Infrastructure at risk because of this vulnerability?

Q4 How many systems on the Internet are at risk from this vulnerability?
Q5 What is the impact of exploiting the vulnerability?

Q6 How easy is it to exploit the vulnerability?

Q7 What are the preconditions required to exploit the vulnerability?

3 * (Q1 + Q2 + Q3) * (Q4 * Q5 * Q6 * Q7) / (2074)

2g> Homeland
"7 Security
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Researcher Scoring: Secunia

Extremely Critical

Typically used for remotely
exploitable vulnerabilities, which
can lead to system compromise.
Successful exploitation does not
normally require any interaction
and exploits are in the wild.

Moderately Critical As Above, but DoS only or
requiring user interaction

Not Critical

Very limited privilege escalation,
locally exploitable DoS, non-
sensitive data exposure

2@, Homeland
"7 Security
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And the User...? HS SE

Homeland Security Systems Engineering and
Development Institute

Microsoft Secunia says

CERT says “| pss User says

says “« ” 7 3
“Important” SR Critical” s

7. Homeland

)5 3 The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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The Busy Security Operations Guy HS SEDI
2000-2005
Year 2000 2001 2002 2003 2004 /1Q,2005

Vulnerabilities|1,090/2,437 4,129 3,784 3,780, 1,220

What does it mean to have 4,129

vulnerabilities reported in 20027

e Read the descriptions

e 4,129 vulnerabilities * 15 minutes = 129 days
e Affected by 10% of the vulnerabilities?
e Install patches on one system

e 413 vulnerabilities * 1 hour =52 days

e Reading reports and patching a single system costs
129 + 52 = 181 days

e Which vulnerability should | patch first? Remote
root in DNS? Web server? Desktop systems? DoS
affecting routing infrastructure?

ig? Homeland
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Scoring Discrepancy Chart HS SE

Homeland Security Systems Engineering and
Development Institute

A LOOK AT RECENT VULNERABILITY RATINGS CRN

Each organization that rates security flaws in vendors' products uses its own rating scale (depicted numerically in the chart below) and often dif-
fers from other groups on the severity of these vulnerabilities. For companies that use these ratings to develop a proactive security posture, it
can be difficult to sift through the conflicting threat information to determine how—or if—a particular vulnerability will affect their network.
Following are ratings of recent high-profile security vulnerabilities from several organizations that regularly publish threat analysis information.

National Internet

Vulnerability Security
Vulinerability (CVE Number) Symantec* Database CVSS | eEye Secunia Systems FrSIRT McAfee
Symantec Client Security and Symantec
AntiVirus Elevation of Privilege
(CVE-2006-2630) 9.4110 (apgregate) | 7/10 High (3/3) Moderately critical (3/5) | High {3/3) Critical (4/4) Did not rate
Cisco Wireless Access Point Web Interface
Authorization Bypass (CVE-2006-3291) 9.8/10 (aggregale) | 7/10 Did not rale | Less critical (2/5) Medium (2/3) | Moderale (2/4) | Did nol rate
Cisco Internet Key Exchange Denial
0f Service Vulnerability (CVE-2006-3906) 6/10 (aggregatej | 2.3/10 Did not rate | Did not rate Low (1/3) Did not rate Did not rate
Cisco Secure ACS Session Management
Security Issue (CVE-2006-3226) 9.4/10 (aggregate) | 7110 Did not rate | Less critical (2/5) Medium (2/3) |Low (1/4) Did not rate
Symantec Backup Exec Multiple Heap
Overflow Vulnerabilities (CVE-2006-4128) 8.8/10 (aggregate) | 4.2/10 Did not rate | Moderately critical (3/5) | High (3/3) Critical (4/4) Did not rate
IBM Informix Dynamic Server Multiple
Vulnerabilities (multiple CVE entries) 9.8/10 (aggregate) | 4.5/10 {aggregate)| Did not rate | Moderately critical (3/5) | High (3/3) High (3/4) Did not rate
Apple Xsan Path Name Buffer
Overflow Vulnerability (CVE-2006-3506) 9.4/10 (aggregate) | 4.9/10 Did not rate | Less critical (2/5) Did not rate | Moderale (2/4) | Did not rate

& McAfee SecurityCenter Vulnerability

(CVE-2006-3961) 7.8/10 (aggregate) | 7110 High (3/3) Highly critical (4/5) High (33) Critical (4/4) Mediem {2/3)

Note: CVE = Common Vulnerabilities and Exposures (A list of standardized names for vulnerabilities and other information security exposures funded by the U.S.
Department of Homeland Security);

FrSIRT = French Security Incident Response Team

*Symantec scores are presented in aggregate of three separate DeepSight Threat Management System ratings: Urgency, Impact and Severity

SRARTY,,
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How does CVSS work? HS SEDI

Metrics and formulas
vield a score

That’s all!

'(g? Homeland
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CVSS (Metrics View)

-

Temporal l

HS SEDI

Homeland Security Systems Engineering and
Development Institute

Temp. Vector W

ke,
'@

Temp. Score [O-IO]J

—
—
-
-

Env. Vector

Env. Score [0-10]
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Base Metric Group HS SEDI

Most fundamental qualities of a
vulnerability

Do not change; “Immutable”
Intrinsic attributes of a vulnerability
6 Base metrics

Access Complexity

Authentication

Impacts (CIA)

2@/, Homeland
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Base Metrics HS SEDI

Homeland Security Systems Engineering and
Development Institute

Access Vector (AV)

L -

Measures whether a vulnerability is exploitable locally or remotely

'x\‘_ v,

Local (L): The vulnerability is only exploitable locally

'-.M_ .

Adjacent Network (A): The vulnerability must be staged from either the
broadcast or collision domain of the vulnerable software |

L. _f'.

Network (N): The vulnerability is exploitable remotely (and possibly
locally as well) An example of a network attack is an RPC buffer overflow. |

", o /

2@/, Homeland
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Base Metrics HS SEDI

Homeland Security Systems Engineering and
Development Institute

Access Complexity (AC)

Measures the complexity of attack required to exploit the vulnerability once an attacker has access to the target system

k-

-

High (H) : Specialized access conditions exist. For example: In most configurations, the attacking party must already have elevated
privileges or spoof additional systems in addition to the attacking system (e.g., DNS). The attack depends on social engineering
methods that would be easily detected by knowledgeable people. For example, the victim must perform several suspicious or
. atypical actions. The vulnerable configuration is seen very rarely in practice. - If a race condition exists, the window is very narrow. |
N .

Medium (M) : The access conditions are somewhat specialized; the following are examples: The attacking party is limited to a group
of systems or users at some level of authorization. The affected configuration is non-default, and is not commonly configured. The
attack requires a small amount of social engineering that might occasionally fool cautious |

-

Low (L) : Specialized access conditions or extenuating circumstances do not exist. The following are examples: The affected product
typically requires access to a wide range of systems and users, possibly anonymous and untrusted (e.g., Internet-facing web or mail
server). The attack can be performed manually and requires little skill or additional information gathering. Used default configuration

L

Homeland

3 The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Base Metrics HS SEDI

Authentication (Au)

Measures whether or not an attacker needs to be
authenticated to the target system in order to exploit the
vulnerability

Multiple (M) Exploiting the vulnerability requires that the
attacker authenticate two or more times, even if the same
credentials are used each time. An example is an attacker
authenticating to an operating system in addition to
providing credentials to access an application hosted on
that system.

Single (S) The vulnerability requires an attacker to be
logged into the system (such as at a command line or via a
desktop session or web interface).

None (N) Authentication is not required to exploit the
vulnerability.

2g> Homeland
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Base Metrics

@
Confidentiality

Impact (C)

7. Homeland
Securlty

‘None (N): No

impact on
confidentiality

. Measures the
impact on
confidentiality
of a successful
exploit of the
vulnerability on
the target
system

HS SEDI

Homeland Security Systems Engineering and
Development Institute

Complete (C) : A
total
compromise of
critical system
information

Partial (P): There
is considerable
informational
disclosure

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.



Base Metrics

I

@

@Measures the

~Integrity

@9 Homeland

Security

Impact (l)

impact on
Integrity of a
successful
exploit of the
vulnerability on
the target
system

impact on
integrity

HS SEDI

Homeland Security Systems Engineering and
Development Institute

Complete (C) A

i ) _ total
= Partial (P): compromise of
@None (N): No

Considerable
breach in
integrity

system integrity

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.



Base Metrics HS SE

Homeland Security Systems Engineering and
Development Institute

‘Complete (C) :
Total
shutdown of

O~ Partial (P) :

Cﬁ considerable  the affected
None {N)'-No " e resource
impact on interruptions in
\ availability resource
Q'Measures the availability
Impact on
Availability of
g | a successful
e exploit of the
Availability vulnerability
Impact (A) 5 the target

system

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Temporal Metric Group HS SEDI

Homeland Security Systems Engineering and
Development Institute

= Time dependent
gualities of a
vulnerability

'(g? Homeland

%UE S 3 The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Measures how
complex the
process is to

exploit the

vulnerability in
the target

system once it
has been
accessed

Temporal Metrics

Unproven (U):
No exploit code
is yet available

Proof of
Concept (POC):
Proof of
concept exploit

code is available

Functional (F) :

Functional
exploit code is
available

High (H):
Exploitable by
functional
mobile
autonomous
code or no
exploit required
(manual trigger)

EDI

Homeland Security Systems Engineering and
Development Institute

Not Defined
(ND): Assigning
this value to the
metric will not
influence the
score. Itisa
signal to the
equation to skip
this metric.

SARTY
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Temporal Metrics HS SEDI

Homeland Security Systems Engineering and
Development Institute

Measures the
level of solution
available

Official Fix (OF):
Complete

vendor solution
available

Temporary Fix
(TF): There is an
official
temporary fix
available

Workaround
(W) : There is an
unofficial non-
vendor solution
available

Unavailable (U):

There is either
no solution
available or it is
impossible to

apply

Not Defined
(ND): Assigning
this value to the
metric will not
influence the
score. Itisa
signal to the
equation to skip
this metric

os_Ug

o3

Homeland

Security

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Temporal Metrics HS SEDI

Homeland Security Systems Engineering and
Development Institute

Uncorroborated Not Defined (ND):

Measures the degree
of confidence in the
existence of the
vulnerability and the
credibility of its
report

Unconfirmed (UC): A
single unconfirmed

source or possibly
several conflicting
reports

(UR): Multiple non-
official sources;
possibly including
independent security
companies or
research
organizations

Confirmed (C):
Vendor has
reported/confirmed
a problem with its
own product

Assigning this value
to the metric will not
influence the score.
Itis a signal to the
equation to skip this
metric

~a/: Homeland
NI Security
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Environmental Metric Group HS SEDI

Homeland Security Systems Engineering and
Development Institute

Implementation and environment specific qualities of a
vulnerability

3 Environmental metrics

2@/, Homeland

%Wg . The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
7 Security




Environmental Metrics

HS SEDI

Homeland Security Systems Engineering and
Development Institute

Collateral Damage Potential (CDP)

This metric measures the potential for loss of life or physical assets
through damage or theft of property or equipment.

None (N): There is no potential for physical assets, productivity or
revenue damage

Low (L): A successful exploit of this vulnerability may result in
slight loss of revenue or productivity to the organization

Low-Medium (LM): A successful exploit of this vulnerability may
result in moderate loss of revenue or productivity to the
organization.

Medium-High (MH): A successful exploit of this vulnerability may
result in significant loss of revenue or productivity

High (H):A successful exploit of this vulnerability may result in
catastrophic loss of revenue or productivity.

Not Defined (ND): Assigning this value to the metric will not
influence the score. It is a signal to the equation to skip this metric

2@/, Homeland
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Environmental Metrics o nd ety el Eogroiog

Target Distribution (TD)

Measures the relative size of the field of target systems
susceptible to the vulnerability

None (N) : No target systems exist, or targets are so highly
specialized that they only exist in a laboratory setting (0%)

Low (L): Targets exist inside the environment, but on a
small scale (1% - 15%)

Medium (M): Targets exist inside the environment, but on a
medium scale (16% - 49%)

High (H) : Targets exist inside the environment on a
considerable scale (50% - 100%)

Not Defined (ND): Assigning this value to the metric will not
Influence the score. It is a signal to the equation to skip this
metric

2g> Homeland
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Environmental Metrics

Impact Requirement (IR) based of FIPS 199

This metric enables the analyst to customize the CVSS score
depending on the criticality of the affected IT asset.

Low (L): Loss of [confidentiality | integrity | availability] is likely
to have only a limited adverse effect on the organization or
Individuals associated with the organization

Medium (M): Loss of [confidentiality | integrity | availability] is
likely to have a serious adverse effect on the organization or
Individuals associated with the organization

High (H): Loss of [confidentiality | integrity | availability] is likely
to have a catastrophic adverse effect on the organization or
Individuals associated with the organization

Not Defined (ND): Assigning this value to the metric will not
Influence the score. It is a signal to the equation to skip this
metric

:\”fg Homeland
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Scoring and Formulas

The process of combining metric values

Base score is the “foundation” and stands
alone as the CVSS representation of a
vulnerability attributes

Modified by Temporal and Environmental metrics
Base and Temporal scores computed by

vendors and coordinators with the intent
of being published

Environmental score optionally computed
by end-user / organization

2@/, Homeland
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CVSS (Scoring View) HS SEDI

Homeland Security Systems Engineering and
Development Institute

D
Base Metric Group Base 2 _ _________
CVSS Set by vendor; once set, doesn't change. { Formula
Score :
Temporal Metric Group Temporal
Set by vendor; changes with time. Score

Optional
CVSSs
Score —
refinements ’

Environmental
Score

Environmental Metric Group
Optionaily set by end-users; represents final score.

2a/: Homeland
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Base Scoring

Computed by vendors and coordinators

Combines innate characteristics of the
vulnerability

The base score has the largest bearing on
the final score
Computed primarily from the Impact Metrics

Represents vulnerability severity

2g> Homeland
"7 Security
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Temporal Scoring

Computed by vendors and coordinators
Modifies the Base Score

Allows for the introduction of mitigating factors to
reduce the score of a vulnerability

Designed to be re-evaluated at specific intervals
as a vulnerability ages

Represents urgency at specific points in time

Ao/ Homeland
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Environmental Scoring

Computed by end users
Adjusts combined Base-Temporal score
Should be considered the FINAL score

Represents a snapshot in time, tailored an
environment

User organizations will use this to prioritize
responses within their own environments

Ao/ Homeland
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Format for publishing Vectors T

Every application or service that uses the Common
Vulnerability Scoring System (CVSS) should provide
not only the CVSS score - but also a vector
describing the components from which the score was
calculated.

This allows end-users to validate score while providing a
common set of vulnerability attributes to be disclosed

CVSS Base Vectors

CVSS vectors containing only base metrics take the following form:

(AV:[L,A,NJ/AC:[H,M,L]/Au:[M,S,N]/C:[N,P,C]/I:[N,P,Cl/A:[N,P,C])

http://nvd.nist.gov/cvss.ctim?vectorinfov?2

2g> Homeland
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Vector definitions Base HS SE

Homeland Security Systems Engineering and
Development Institute

Example 1: (AV:L/AC:H/Au:N/C:N/I:P/A:C)

Example 2: (AV:A/AC:L/Au:M/C:C/I:N/A:P)

Metric: AV = AccessVector (Related exploit range)
Possible Values: L = Local access, A = Adjacent network, N = Network

| Metric: AC = AccessComplexity (Required attack complexity)
Possible Values: H = High, M = Medium, L = Low

Metric: Au = Authentication (Level of authentication needed to exploit)
Possible Values: M= Requires multiple instances, S= Requires single instance, N= None required

Metric: C = Conflmpact (Confidentiality impact)
Possible Values: N = None, P = Partial, C = Complete

Metric: | = Integlmpact (Integrity impact)
Possible Values: N = None, P = Partial, C = Complete

f Metric: A = Availlmpact (Availability impact)
Possible Values: N = None, P = Partial, C = Complete

L}
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Vector definitions Base HS SEDI

Development Institute

' Example 1: (AV:L/AC:H/Au:N/C:N/I:P/A:C/E:P/RL:0/RC:C/CDP:L/TD:M/CR:L/IR:L/AR:H) |
| Example 2: (AV:LN/AC:L/Au:M/C:C/I:N/A:P/E:F/RL:T/RC:UR/CDP:MH/TD:H/CR:M/IR:L/AR:M) |

A

' Metric: E = Exploitability (Availability of exploit) |

' Possible Values: U = Unproven, P = Proof-of-concept, F = Functional, W = Widespread, ND = Not Defined |

' Metric: RL = RemediationLevel (Type of fix available) |

Possible Values: O = Official-fix, T = Temporary-fix, W = Workaround, U = Unavailable, ND = Not Defined |

' Metric: RC = ReportConfidence (Level of verification that the vulnerability exists) |

' Possible Values: UC = Unconfirmed, UR = Uncorroborated, C = Confirmed, ND = Not Defined |

~eo7. Homeland
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HS SEDI

Homeland Security Systems Engineering and
Development Institute

CVSS Scoring Example (CVE-2002-0392).
Apache Chunked-Encoding Memory Corruption

BASE METRIC EVALUATION SCORE
Access Vector [Network] (2.00)
Access Complexity [Low] (0.71)
Authentication [None] (0.704)
Confidentiality Impact [None] (0.00)
Integrity Impact [None] (0.00)
Availability Impact [Complete] (0.66)
BASE FORMULA BASE SCORE

Impact = 10.41*(1-(1)*(1)*(0.34)) == 6.9
Exploitability = 20*0.71*0.704*1 == 10.0
f(lImpact) =1.176

BaseScore = (0.6*6.9 + 0.4*10.0 — 1.5)*1.17

TEMPORAL METRIC EVALUATION SCORE

Exploitability [Functional] (0.95)

Remediation Level [Official-Fix] (0.87)

Report Confidence [Confirmed] (1.00)
Homeland

Security

TEMPORAL FORMULA TEMPORAL SCORE

round(7.8* 0.95 * 0.87 * 1.00)<_: (6.4) >

ENVIRONMENTAL METRIC EVALUATION SCORE

Collateral Damage Potential [None - High] {0 - 0.5}
Target Distribution [None - High] {0 - 1.0}

Confidentiality Req. [Medium] (2.0)

Integrity Req. [Medium] (2.0)

Availability Req. [High] (1.51)

ENVIRONMENTAL FORMULA ENVIRONMENTAL SCORE

AdjustedTemporal == (10*0.95*0.87*1.0) == (8.3)

EnvScore = round((8.3+(10-8.3)*{0-0.5})*{0-1}) <= (0.00-9.2) >

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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CVSS Scoring Example 2 (CVE-2003-0062):
NOD32 Antivirus Buffer Overflow

BASE METRIC EVALUATION SCORE
Access Vector [Network]
(1.0)

Access Complexity [Medium] (0.61)
Authentication [None]
(0.704)

Confidentiality Impact [Complete]
(0.66)

Integrity Impact [Complete]

(0.66)

Availability Impact [Complete]

(0.66)

FORMULA BASE SCORE

Impact = 10.41*(1-(0.34*0.34*0.34
Exploitability = 20*0.35*0.704*0.395 ==
f(Impact) = 1.176

BaseScore =((0.6*10)+(0.4*1.9)-1.5)*1.176 == (6.2)

TEMPORAL METRIC EVALUATION SCORE

Exploitability [Proof-Of-Concept] (0.90)

Remediation Level [Official-Fix] (0.87)

Report Confidence [Confirmed] (1.00)
Homeland

Security

FORMULA TEMPORAL SCORE

HS SEDI

Homeland Security Systems Engineering and

ENVIRONMENTAL METRIC EVALUATION SCORE

Collateral Damage Potential [None - High] {0 - 0.5}
Target Distribution [None - High] {0- 1.0}

Confidentiality Req. [Medium] (2.0)
Integrity Req. [Medium] (2.0)
Availability Req. [Medium] (1.0)
FORMULA ENVIRONMENTAL SCORE

AdjustedTemporal == 4.9
EnvScore = round((4.9+(10-4.9)*{0-0.5})*{0-1})== (0.00 - 7.5)

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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HS SEDI

Homeland Security Systems Engineering and
Development Institute

So what does a CVSS Environmental Score of 7.5 for

CVE-2003-0062 mean to me?

Your response to 7.5 may be different than mine based on

constituency

Consistent universal scoring of Base and Temporal categories

provides relative severity
So far...

0-3 No impact — wait for SP
4-5 Next Patch Cycle

6-7 Within 7 days

7-10 | Firedrill

Any scoring / normalization of this many variables is
going to be a gross generalization

Some subjectivity in evaluating metrics
Formulas encode pre-defined values

Some things are missed

2g> Homeland
X Security
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The Common Vulnerability Scoring System (CVSS) and Its
Applicability to US Federal Agency Systems

NIST IR 7435 is published as final. CVSS provides an open
framework for communicating the characteristics and
impacts of IT vulnerabilities. This publication defines and
describes the CVSS standard, provides advice on performing
scoring, and discusses how Federal agencies can
iIncorporate Federal Information Processing Standards (FIPS)
199 impact ratings into their CVSS scores to generate scores
that are specifically tailored to particular Federal agency
environments.

For complete article see:
http://csrc.nist.gov/publications/nistir/ir7435/NISTIR-7435.pdf

2g> Homeland
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Homeland Security Systems Engineering and
Development Institute

CVSS and the Payment Card Industry (PCI)

In order for private-sector firms to process credit
cards, they need to comply with the Payment Card
Industry Data Security Standards (PCI DSS).
Effective June 2007, the PCI governing body is
requiring firms use CVSS in order to determine how
vulnerable are their IT systems. The PCI DSS Is
available:

https://www.pcisecuritystandards.org/pdfs/pci dss
technical_and operational requirements for_app
nroved scanning vendors ASVs v1-1.pdf

2g> Homeland
"7 Security
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applications -

Generally, to be considered compliant, a
component must not contain any vulnerability that
has been assigned a CVSS base score equal to or
higher than 4.0

The following exceptions or clarifications apply:

A component must be considered non-compliant if
the installed SSL version is limited to Version 2.0,
or older. SSL must be a more recent version than
2.0.

Vulnerabilities or mis-configurations that may lead
to DoS should not be taken into consideration

Ao/ Homeland
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Final comments

HS SED

Homeland Security Systems Engineering and
Development Institute

The authors recognize that many other metrics could have
been included in CVSS. We also realize that no one scoring
system will fit everyone's needs perfectly.

The particular metrics used in CVSS were identified as the
best compromise between completeness, ease-of-use and
accuracy. They represent the cumulative experience of the
CVSS Special Interest Group members as well as extensive
testing of real-world vulnerabilities in end-user
environments.

As CVSS matures, these metrics may expand or adjust,
making the scoring even more accurate, flexible and
representative of modern vulnerabilities and their risks.

2@/, Homeland
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CVSS Usage in NVD

NVD receives feeds from CVE
NVD analysts assign CVSS scores (Base only)
Simplified ratings:

High: 7.0 through 10.0

Medium: 4.0 through 6.9

Low: < 4.0

Incomplete information = assume worst case
No detalls at all = 10.0

Early CVE entries use estimated CVSSv2 scores
CVSS calculator available

%% Homeland  Nttp://nvd.nist.gov/cvss.cfm
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Important Considerations for CVSS == T

Focuses on impact to the system/box/device
Environmental factors allow some adjustment

Full database compromise typically scores at most a
7.0 out of 10.0

One CVE can cover multiple issues
Highest score wins

Scoring is not 100% repeatable
Dependency on available details
Common/default configurations

Environmental and temporal scores are under-
utilized

Ao/ Homeland
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‘ O n t aC t eeeeeeeeeeeee ity Systems Engineering and
Development Institute

Steve Christey coley@mitre.org, cve@mitre.org
Tell us how you use CVE!
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